A New Binary Access Control Method of User-File Key with
Time Stamp and Data Security

Md. Rafiqul Islam and Mir Shahidul Islam

Computer Science and Engineering Discipline,
Khulna University,
Bangladesh

Abstract

A new binary access control method of
user-file key with time stamp and data
security is proposed. The proposed method is
based upon binary form of access rights. In
this method each user is assigned one key
and each file is assigned another key. The
key of a user or a file can be used to reveal
the access rights to the files depending on
the value of time stamp. The method achieves
full dynamism. That means changing of an
access right, inserting a user or a file and
deleting a user or a file; each of these
operations needs only modification of a
particular  key. The proposed method
achieves security of access data itself due to
two secret parameters.

Keywords: Access right, Binary form, User-
file key, Time stamp, Data security.

1 Introduction

Information protection is a very
important issue in a computer system,
because of the increasing complexity of
various sorts of information, the large
number of users, and the widely used
communication networks. The access control
method is one of the important issues to
protect information in a computer system.
The access control method can be used to
prevent the information stored in a computer

from being destroyed, altered, disclosed or
copied by unauthorized users. The access
control method can be enforced using access
control matrix. The access matrix is a
conceptual model [1, 7] that specifies the
rights that each user possesses for each file.
There is a row in this matrix for each user
and a column for each file. Each cell of the
matrix specifies the access authorized for
each user in the row to the file in the column.
The task of access control is to ensure that
only those operations authorized by the
access matrix actually get executed. An
example of an access matrix is shown in
Figure 1.1. We assume that all access rights
are expressed by numerical and linear
hierarchy of access privileges may be
applied here. That means, the right to read
implies the right to execute, the right to write
implies the rights to read and execute, and so
on. In the access matrix shown below, the
user U; can read the file F; and execute the
file F> and U; can delete the file F>.

Files F] Fg F3 F4
Users
U, 2 1 0 4
U 3 0 3 1
U; 0 4 0 1

0-No access, 1-Execute, 2-Read, 3-Write, 4-
Delete

Figure 1.1: An access control Matrix
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Based on the concept of access control
matrix in 1987 Jan proposed a single key
access control scheme [3]. The scheme is
simple and easy to implement. However, the
scheme did not achieve full dynamism. In
1991 Jan et al. proposed two-key-lock access
control system to achieve full dynamism [5].
That means, when a user or a file is added to
the system, construction of one key-lock is
sufficient. On the other hand when a user or
a file is deleted from the system, deletion of
the key lock is enough for necessary update.
After that Hwang et al. proposed another
two-key-lock systems using time stamp
concept [6]. Jan et al.’s scheme suffers
problem to maintain full dynamism that is
shown in Hwang et al.’s paper [6]. Here by
exploiting the single key access control
scheme of Jan [3], Tseng et al’s a new access
control scheme with high data security [4],
Hwang et al.’s two-key-lock system and time
stamp concept [6], Chang et al’s access
control with binary keys [8] and M. R. Islam
et al’s a binary access control scheme with
high data security [9], a binary control
method with user-file key and time stamp is
proposed. The proposed method is simple
and achieves full dynamism in the sense that
performing one inserting, deleting or
updating operation need only modification of
one key (user key or file key). So the time
complexity of each operation is very
dynamic. The proposed scheme uses only
O(m + n) memory space for m users and n
files.

In this paper we proposed access control
scheme with time stamp and data security
that is based on binary form of the access
rights. The proposed scheme is very simple.
The key construction and access right
verification processes are easy. The
algorithm for verification of access right and
changing access rights are devised here. The
method achieves full dynamism due to time
stamp number. Furthermore the scheme
reduced overflow problem by breaking the
key into its elements. In the proposed
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scheme attention has been given to security
of access information itself as Tseng et al.’s
scheme.

2 The concept of Access Control Scheme
with the Time Stamp

When a user U; is added to the system, a
time stamp number, 7U; will be assigned for
the user. Similarly, when a file F; is added to
the system, a time stamp number, 7F; will be
assigned for the file.To verify the access the
right of user U to the file F}, at first the time
stamp numbers 7U; and TF; of the user and
file is compared. If the time stamp number of
the user is less than that of the file, then we
can easily say that user U; was added to the
system before F; . On the other hand, If the
time stamp number of the user is greater than
that of the file, then we can easily say that
user U; was added to the system after the file
F; . We compute the keys “for the users and
files and also choose time stamp value for
the users and files in the next section.

3 Binary Access Scheme with User-File
key, Time stamp and High data
security

We will describe the proposed method
with respect to key construction process,
verification of access right, updating access
right and adding/deleting a user or file. In the
first sub section basic concept of the method
is described that includes key construction
process and verification of access right.

3.1 Key construction Process

In the proposed method each access
right r;.is represented as (r; 7 ...r; ) which
is a binary form where c=1 + log(rmax)J and
Fmax 18 the maximum value of access rights.
Suppose that there are m users and # files in
the system. Here each user and file are



assigned keys that are computed from the
binary form of access rights and some
parameters. Thus the system consists of two
tables, one user key table and one file key
table. When a user is added to the system, a
time stamp number is assigned for the user.
Similarly, when a file is added to the system,
a time stamp number is assigned for the file.
Thus, the user key table consists key value
column (key of the user) and time stamp
column. Similarly, the file key table contains
key value column (key of the file) and
column for the time stamp.

The key of the user U, is broken into c
elements, such asUK,= (UK}, UK}, ..., UKS).
The elements of UK, are computed as

follows:
n
UK; =Y 1B,
=1

and z=1,23, ..., ¢

for i=1 2 3, ... m

(31

The key of the files F; is broken into ¢
elements such as FK,= (UK}, UK;,..UKS) .
The elements of FK, are computed as

follows:
FKJZ.:Zr;Di forj =1 2 3, .., n
i=1
and z=1,2 3, ..., c. ...(3.2)

denotes the z” bit of r, and

. (3.3

Where r;
the parameter B; is computed as
Bi=2"wmoddforl<j<n

Where w and d two positive integers,
andd > 2"-1

Suppose that the number of files in the
system will be greater than or equal to that of
users i.e., m <n and we take D,;=B; for [ <
i<mand i =]

Let ¢ = 3, i.e., the system includes 1. =
7 and that is enough for a system. Then there
will be 3 elements of UK; and they are as
follows,
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n
1 1
UK} =Y r}B,
j=1
n
2 2
UK} =Y 1B,
Jj=1
n
UK} =) 1B,

=

There will be also 3 elements of FK; and
they are as follows,

m

1 _ 1
FK! —Zriij
i=1

m

2 2
FK; —Zriij

i=1

3 3
FKj—Zriij
i=1

Where ri} denotes first bit of r and so on.

Example 3.1 key construction process

Consider access matrix of Figure 3.1
and using binary form access rights, we get a
binary access control matrix shown in Figure
3.2

FILES F; F, F; Fy
USERS

U, 2 1 0 2
U, 3 2 1
U; 4 1 0 2

Figure: 3.1 An access control matrix

FILES F, | F F; Fy
USERS

U, 010 {001 000 |010
U, 011 000 010 |001
Us; 100 1001 | 000 |010

Figure: 3.2 A binary access control matrix

Consider the access control matrix in
Figure 3.2 and using equations (3.1) and
(3.3) keys of the users can be computed. At
first we compute the parameter B; for / <j <
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n. For this we choose w = 5 and from the
system we get m = 3, n = 4. Thus we get

22— 1=15 ..
Then
B;=2"15mod17=5
B>=2>"'5mod 17=10
B;=2""'5mod17=3
B,=2""15mod17=6

we take d = 17 > 15.

So, the keys for users are computed as
follows:
For user U, :

DB, =0x5+0x10+0x
j=1

3+0x6=0

UK|

UK? =B, =1x5+0x10+0 x
Jj=1

3+1x6=11

LK?zZMQ$=Ox5+1x10+Ox

]

Jj=1

3+0x6=10
So, UK, = (UK ,UK{, UK = (0, 11, 10)

For user U,
UKy =Y rB;=0x5+0x10+0x
Jj=1
3+0x6=0

n

UK; =)

Jj=1

2

2B, =1x5+0x10+1 x

J

3+0x6=28
UK3 =) 1B, =1x5+0x10+0 x
j=1

3+1x6=11
So, UK, =(UK5,UK;,UK>)= (0, 8, 11)

For user Us:

n

1 1 —
UKy=Yr},B, =
j=1

3+0x6=5

I1x5+0x10+0x

30

n

UK32=Zr32ij =0x5+0x10+0x3

j=1

+1x6=6

UK3=Y» 1B, =0x5+1x10 +0x3
j=1
+1x6=10

So, UK, = (UK3,UK3,UK3) = (5, 6, 10)
So we got the keys of users

UKIZ (0’ ]]: 10); UK2 = (0, 8, ]]), UK3 =
(5,6, 10).

Consider the access control matrix in
Figure 3.2 and using equations (3.2) and
(3.3) keys of the files can be computed as
follows,

For file F;:

FKllzirillDi=Ox5+0x10+1><3=3
i=1

FKE:ieri:l><5+1><10+O><3=15
i=1

FK} = Y D, =0x5+1x10+0x3=10

i
i=1

1

So, FK, = (FK|,FK},FK;{)= (3, 15, 10)

For file F>:

FKy =Y 5D, =0x5+0x10+0x3=0
i=1
FK3=)r3D;=0x5+0x10+0x3=0

i-1

FK3 =)' mD;=1x5+0x10+1x3 =8

i=1

So, FK, =(FK,,FK5,FK3)= (0, 0, 8)



For file F;3:
FKy=Y"riD;=0x5+0x10+0x3=0
i=l1
FKZ—i D,=0x5+1x10+0x3=10
3 =) Iizb; X x x
i=1
FK3=)"raD;=0x5+0x10+0x3=0
i=l
So, FK,=(FKj,FK3,FK3)= (0, 10, 0).

For file F:
FKy=) ryD;=0x5+0x10+0x3=0

i=1
FK;=YriD;=1x5+0x10+1x3=8

1

1

=0x5+1x10+0x3=10

FK; =Y riD,

1

™

Il
—_

So, FK,=(FK,,FK;,FK;)= (0, 8, 10)
So we got the keys of files

FK,= (3 15, 10); FK,= (0, 0, 8); FK;=
(0, 10, 0); FK, = (0, 8, 10).

So, the user key table:
User UK; TU;
U [ (0,11,10)] 0
U |(0811)] 3
Us [(5610)] 5

Figure: 3.3 User’s key table with Time stamp

And File key table:

File FK, | Tf
F 131510 1
F, | (008 | 2
F; | (0,100 | 4
F, | (0810)] 6

Figure: 3.4 File key with Time stamp
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3.2 Verification of access right

Suppose x is a positive integer such that
x.w mod d =I.That means to compute x we
have to use extended Euclid’s algorithm [1].
To verify access right, the access right of the
user U; to the file F; is computed by
following algorithm.

Algorithm 3.2: Verification of access right

Input: UK; or FK;.
Output: rj;
Steps 1. Input UK; or FK;.

2. If TU;> TF; then
begin
Forl <z <cdo
begin
compute UQ; = UK;" . x mod d
ri]_z = LUQiZ/Zj_IJ mod 2,
end for
end if
else
begin
Forl <z <cdo
begin
compute FQ; = FK; . x mod d
ri =LFQ7/2" | mod 2,

end for
end else

3. Output 1

Example 3.2: Verification of access right

Suppose that the user U, wants to write
in the file ;. Now we have to verify whether
the user U is permitted to write in the file F;
or not. Since we have taken w = 5 and d =
17, so we get x =7. Here TU, = 3 and TF; =
4. Since TU, < TF’;, we use equation

ri = LFQ#7/2™" Imod 2, for z=1,23, .., c.
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Here FK, = (0, 0, 8) thus we get

1
Qi = FKy.xmodd = 0mod 17 = 0
Q23 =FK; .xmodd=0mod 17 =0
% = FK3. xmodd=56mod 17 =5

and so,

s = [0/4) mod2 =0
’2} ~ L0/4) mod2 =0
™ = |5/4] mod2 =1
S0 73 :(r213r223r233) =(001) =1

Since the system found r,; = 1 (execute)

and the write access is 3. So, the access
request is denied. If the value of requested
access right is less than or equal to the value
of access right that is found from the system,
then the access request is allowed. Otherwise
the access request is denied.

4. Changing access right

Let access right »r;=(yri.r5) 1is
changed tos; =(s;s;..s;;) Here we have to
update key for user UK; or for files FK;. The
updated key can be obtained by using the
following algorithm 5.1. It cab be noticed
that there will be no change in D; or B;.

Algorithm 4.1: Changing access right
/I Djor Bjare computed as section 3.1

Input: UK, or F[(j s Vij and Sij
Output: Updated UK; or FK;
Steps: 1. Input UK; or FK;, r;j and s;;

2. If TU > TF;then
begin
Forl <z<cdo
begin

set ub; = s; and ub2=r,-j

compute ut = ub; - ub,
If (ut #0) then
UK? = UK+ ut.B;

else UK; is remained
unchanged.
end for
end if
Else
begin
Forl <z<cdo
begin
set fb;= s; and fby = r]
compute ft = fb;-fb
If (ft #0) then
FK; = FK; + ft.D;
else FK: is remained
unchanged.

end for
end else

3. Output updated UK, or FK;

Example 4.1: Changing access right

Suppose the access right r,; = 011
changes to s; = 010. From example 3.1 we
have UK = (0, 8, 11). Here TU; > TF}, and
B[ =5.

I _
UK = O(Since s, =0, r;; =0, and ut = 0)
2 _
UK; =8 (since 53, =1, r;; = 1, and ut = 0)
UK; =11-5=6

(since 53, =0, r;; =1, and

ut=-1)
So, new value of UK,= (0, 8, 6)

Let see whether we can verify access
right with updated values of keys. Suppose
that we wish to compute r,;. We have key
value UK, = (0, 8, 6).

I _

sz— UK. x mod d =56 mod 17 = 5
sz UK2.x modd =56 mod 17 =5
Q= Uk3x modd=42mod 17 =8
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rh=10/4]) mod2=0
ri =L 54 mod2 =1
s = L 841mod 2 =10

727 = 010 which is correct. If we want to
verify access right with updated value of the
key(s), the result will be correct.

4.1 Addition of a user or a file

When a user is inserted into the system,
we assign a time stamp number as the time
stamp of the user. Then the key value of the
user is computed by equation (3.1). To insert
a new file, the system assigns a time stamp
number to the file and the key value of the
file is computed by equation (3.2).

4.2 Deletion of a user or a file

The deletion process is very easy. When
a user or a file is being deleted from the
system, the key value and the time stamp of
the user or file is deleted from the user (file)
key table.

5 Discussion

We assume that the system has m users
and n files. By ignoring the overflow
problem of key values, the space complexity
of the proposed method is O(m + n) since
each user or file possesses a key. For the
time complexity of the method, we assume
that each arithmetic operation needs O(1)
time only. By equation (3.1) to construct a
key of a user need to access all access rights
of the files. Thus its time complexity is O(n).
Similarly time complexity to construct a key
of a file is O(m). By equation (3.2) to check
access right of a user to a file need O(l)
time. To delete a user or a file from the
system only its corresponding entry is
removed from the key tables, the time
complexity is also O(I). Here it may
consider the number of modified key values

A New Binary Access Control Method of
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for each operation. It is easy to see that the
proposed method updates key for the
operations such as changing accesses right of
a user to a file and inserting a user or a file to
the system. On the other hand deletion
process is very simple. So, the system
achieves full dynamism. Here the following
remarks can be highlighted:

1. To reveal the access right of a user to
a file a simple operation on one key
of a user or a file is enough.

2. To change the access right of a user
to a file, it modifies only the key of
the user or file.

3. To insert a new user/file into the
system, the proposed method only
constructs (assigns) a key to the user
/file without modification of the other

keys.
4. To delete a user or a file from the
system, it simply removed the

corresponding entry of the user or file
from the user/file key table.

5. The method has special security
feature due to two parameters x and

d.

6. The method reduces overflow
problem by breaking the key into its
elements.

The special feature of the scheme is
access information security due to two
parameters x and d. If these two parameters
are kept secret, it is very difficult to get
access information. On the other hand this
scheme reduced overflow by breaking the
key into its elements (since each key is a
vector of ¢ elements). Therefore, we
proposed a new access control method that
achieves full dynamism as well as security of
access data itself.

6 Conclusion

In this paper a very simple and efficient
user-file key access control scheme based on
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binary access mode using time stamp is
proposed. For the proposed method we
devised formulas key construction process.
Here algorithms for verification of access
right and updating access right are also
devised. The proposed scheme achieved full
dynamism that means, changing access right,
insertion and deletion of user/file can be
implemented by performing operations on
only a key. Space for the scheme is not large.
The method achieves security of access data
itself due secret parameters.
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